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ASP Defi ntion

D cti onary

...a snmall venonous snake o
Egypt usuadly hed dto be a
cobra

Application Service Provi der: aconpany that provi des
soft war e applicati ons and the necessary | Tifrastruct ure and
support services to customers on a subscri ption basis. ASP s
typ cdly host applications a arenote data center and ddiver
themto customers vathe lnternet.




ASP Defi ntion

Platfor m Achitecture

| MPAC ASP Dat a

S g R~

Regi stry Applicati on and
Dat abase




ASP Defi ntion

Recap

| MPAC hosts the Reg stry appicationfromarenote
dat a center.

| MPACisresponsi defor:
e Server Hardware mal nt enance & support
 Daly data backups & offsite tape st orage
o Ti mely softwar e upgr ades

e Maxi num system aval ability




Val ue Pr opositi on

Oper ati onal Benefits

Reduced Capitd Expenditures
- No needto buy, nantan, o upgrade ITirfrastructure
Reductioninrequredinterna ITresources

- System nai nt enance and support | ncl uded wth ASP
Hosti ng Service

- Alevaes|Tlabor shortage &t urnover i ssues
Focus on Core Conpet ence

Multi-Ste Accessi llity

Secure, df-site backup reiahlity




Val ue Pr opositi on

Oper ati onal Benefits

Maxi mu m avail ability hardwar e i nfrastruct ure
- Sophisticated, hghrdiability servers

- Mrtud di mnation of system down-time
Sca ahblity

- Abilityto accommodat e additionad users and
applications wthout the cient burden of purchasing
new or addtiond hardware

Rapi d | npl ement ati on
- No needtoimpl ement additiond | Tinfrastructure
Lower up-front i nvest nent / Pred ctable nont Hy costs




Val ue Pr opositi on

Consl der atl ons

Laws, Pdides, €&c...

Costs. Long-Ter mvs. Short-Ter m
Perfor mance (System Response Ti ne)
Applicati on Cust om zation




Précis ASP

| MPAC Functi onality

« Hatfor mOptions: Tradtiona o ASP Host ed
- Précds Centra & PrécisHospitd
e ASP Gient Hardware Mni mrum Requirenents:
- Pentiumll PCs, 266 MHz, 64 MB RAM
- Wn2000 Qper ating System(reco mmended)
- 128 Kbps per user Internet connection (reco mmended)
- QtrixI CA Qient Software (prov ded by | MPAQ
- No application or dat abase servers!!
« | MPAC Practice Management / EMR > Reg stry I nterface




Précis ASP

| MPAC Functi onality

&

Precis-Central

ASP

Step 1: Select Précis Desktop Icon
(0 Seconds)




Précis ASP

| MPAC Functi onality

{‘i’(ﬂn Connection in progress...

Citrix ICA Client Initiates
(5 Seconds)




Précis ASP

| MPAC Functi onality

|PEIMPAC %]
Program

(i€e Neighborhood

i fEystems Ine. 11 vights re

Step 2: IMPAC Data Center Username /
Password Authentication




Précis ASP

| MPAC Functi onality

Precis

Cancer Registry System

IMPAC Medical Systems, Inc.

Q hlountain Wiew, CALLE A

Copyright 1990-2002
MI.?AC IMPAC Medical Systems, Inc.,

all rights reserved. This
arograrm may not be copied
irnwhale arin part for any
aUrpose.

Loading C € 0123

Précis Application Initiates

(10 Seconds)




Précis ASP

| MPAC Functi onality

Precis
Cancer Registry System

Précis-Hospital Log In

Step 3: Précis Application Login
(12 Seconds)




Précis ASP

| MPAC Functi onality

ilit

al# ¥ /|

& Précis-Hospital

Add Patien
Edit Patien

Précis Application Available
(15 Seconds)




Précis ASP

| MPAC Security & Privacy

e Data Center: Physicd Environment
- Nucl ear fdlout shdter
- Rei nforced for eart hquake res stance
e Data Center: Physicd Security
- 1stline 24x7 Security & Secure Card Key Aut hentication

- 2" ]ine Access Portd wth H ngerprint Scanni ng
Aut hori zati on

- 3'd]ine Secured Server Encl osure




Précis ASP

| MPAC Security & Privacy

Access Portd wth Hngerprint Scann ng
Aut hori zat1 on




Précis ASP
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Précis ASP

| MPAC Security & Privacy

e Configurablefoa MitidelLogin Layers

- ASP Data Center Logn

- Application Log n
e Hrewdl (Checkpa nt)

- Monitors and prevents unaut hori zed syst e m access
 Encryption

- Protects data confi denti ality during dectron c
exchanges

- 128-hbt 3 DES encryption
- Fequently updat ed encrypti on keys




Précis ASP

| MPAC Security & Privacy

« | MPAC H PAA I Nt dive
- | MPAC H PAA Sd ution Task Force ( May 2000)
- Chi e Rivacy Qficer (CPO
v Review and understand al proposed regu ati ons
v Poactivdytake necessary steps to co mpli ance




Précis ASP

Infrastructure & Reliability

e Saed-theAt Facdlity
- $1. 2 Mllion HW SW and Net wor ki ng i nvest nent
e Server Fal-Qver Capabilities
- RA D configurati on
- Hot swap/ add/renova wthout i nterrupti on
e Redundant Power Sources
Dual, fuly redundant power grid (public and privat e)
Load-shari ng power supplies bet ween servers
Power condi tion ng bet ween i nt err upti ons
Multid e day backup generator for taa out ages




Précis ASP

Infrastructure & Reliability

e 6 MB Data Bandw dt h

- Redundant Internet Connectiuty

- Dual feed —nolaginswtch over

Reg stry Support Infrastruct ure
15 Regstry dient Services Personnd
15 Reg stry Eng neeri ng Per sonné
11 On S af Certified Tumor Reg strars
8:00am— 800p m(EST) Application Support (MF

24 x 7 ASP Dat a Center Support (norn- busi ness hours v a
beeper)




Précis ASP

Infrastructure & Reliability

| MPAC Hstory

Oncad ogy I nfor mati on Systens Vertica Focus

O versified PM EMR and Reg stry Application Portfdio
O versified ASP Product Portfdio

70+ ASP Stes Live/ Bangl nplenented




H PAA & ASP s

Fact vs. H cti on

|S HPAA sintent to d scourage or encouragethe
el ectron c exchange o data?

Per HPAA can ny patient data be stored a an ofste
fadlity not in nmy i mmediae contrd

|s datatransfer vatheInternet H PAA conypliant?

What are HPAA's mn mum specificationfor levds o
dat a encryption?




Précis ASP

Précis-Centra Denonstrati on
Judy Jacobs Wlliams, RHIT, CTR




Thank you

M st the New
WWW I npac.com




